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About the course

Cyber security refers to technology, processes and
practices which are designed to protect networks, devices,
programs and data from attack, damage, or unauthorized
access.

The intervention of technology, internet-based computing
and connectivity has helped organizations to operate
globally. But these factors have made them more
vulnerable to hacking and cyber-attacks. It is ultimately the
duty of the organization to protect their proprietary data
as well as customer information. This has increased the
demand of cyber security professionals in the past few
years.

There are five types of cyber security, namely:

» Critical infrastructure security: critical infrastructure
security consists of the cyber-physical systems that
modern societies rely on.

Application security

Network security

Cloud security

» Internet-of-Things (IoT) security

It is important for organizations to ensure security of their
cyber assets. Cyber security protects the data and integrity
of computing assets belonging to or connecting to an
organization's network. Its purpose is to defend assets
against threat actors throughout the entire lifecycle of a
cyber-attack.
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This course is designed and structured to provide a deep
understanding of cyber security and to help candidates
become cyber security professionals.

Who should take this course?

» Engineering and science graduates/post
graduates/freshers

» Network administrators and networking professionals
» IT security professionals

» Cloud warehouse professionals

» Web developers and programmers

» |IT professionals planning to change their domain in cyber
security

» Mid-level managers

Outcome of the course

Upon successful completion of the program, candidates
will be understand cyber security landscapes. They will
also be able to:

» Analyze and evaluate cybersecurity needs of the
organizations.

» Determine and analyze software vulnerabilities
and security solutions to reduce the risk of exploitation
of cyber assets.

Course deliverables

» 200 hours of comprehensive curriculum spread across
10 modules

» Three projects to provide real-time practical exposure.
» Projects’ duration is 30 hours
» Quizzes and assessment after each module

* Internship opportunity with EY to the deserving candidates
subject to EY's discretion.
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Detailed course agenda

Basics of Network
» OSl Layer and Network Basic Concept and Devices

Objective: to understand what a network is and to learn
how communication happens in the digital world

» Use OSl and TCP/IP models and their associated
protocols to explain how data flows in a network

» Describe the purpose and basic operation of the
protocols in OSI and TCP models

» TCP/IP (addressing and subnetting)
Home vs. private network
» Understanding IPv4 addressing
» Understanding IP6 addressing

» Describe the operation and benefits of using private
and public IP address

Classifying network addressing
Calculating subnet masks
» Computing usable subnetworks and hosts

Security fundamentals
» Layers of security
» Objective: to understand core security principles

» Confidentiality, integrity, availability, how threat and
risk impact principles, principle of least privilege,
social engineering, attack surface analysis and threat
modelling

» Understand physical security

» Site security, computer security, removable devices
and drives, access control, mobile device security
and keyloggers

Understand internet security
Browser security settings; secure websites
Understand wireless security

Advantages and disadvantages of specific security
types like keys, service set identifiers (SSIDs) and
MAC filters

» OS security
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Objective: to understand user authentication

» Multifactor authentication, physical and virtual smart
cards, Remote Authentication Dial-In User Service
(RADIUS), biometrics, use Run As to perform
administrative tasks

» Understand permissions

File system permissions, share permissions,
registry, Active Directory, enable or disable
inheritance; behavior when moving or copying files
within the same disk or on another disk, multiple
groups with different permissions, basic permissions
and advanced permissions, take ownership,
delegation and inheritance

Understand password policies

Password complexity, account lockout, password
length, password history, time between password
changes, enforce by using Group Policies, common
attack methods, password reset procedures,
protect domain user account passwords

Understand audit policies

Types of auditing, what can be audited, enable
auditing, what to audit for specific purposes, where
to save audit information and how to secure audit
information

Understand encryption

Encrypting file system (EFS), how EFS-encrypted
folders impact moving/copying files, BitLocker (To
Go), TPM; software-based encryption, MAIL
encryption and signing and other uses, virtual
private network (VPN), public key/private key,
encryption algorithms, certificate properties,
certificate services, PKl/certificate services
infrastructure, token devices, and lockdown devices
to run only trusted applications

Understand malware

Buffer overflow, viruses, polymorphic viruses,
worms, Trojan horses, spyware, ransomware,
adware, rootkits, backdoors, zero-day attacks

Vulnerability assessment
VA/PT

>
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Introduction to ethical hacking

Foot printing and reconnaissance
Scanning networks

Enumeration

Vulnerability analysis

System hacking

Malware threats

Web application security testing and VA/PT
VA through tools

Kali overview

Penetration testing and CTF challenges
Auditing, compliance and monitoring
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Web Application Security Assessment
» WASA

Denial-of-service

Session hijacking

Hacking web servers

Evading IDS, Firewalls and Honeypots
Hacking web applications

Hacking wireless networks

Hacking mobile platforms
Cryptography

Cloud computing
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» OWASPtop 10

Injection

Broken authentication

Sensitive data exposure

XML External Entities (XXE)
Broken access control

Security misconfigurations

Cross site scripting (XSS)

Insecure deserialization

Using components with known vulnerabilities
Insufficient logging and monitoring
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Project 1:
Vulnerability assessment of networks

Duration: 10 days

Project 2:

vulnerability assessment of websites

Duration: 10 days

Project 3:

Assessment of network security policy

in sync with the security standard

Duration: 10 days

Cyber Security Standards
ISO 27001
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Define a security policy
Define the scope of the ISMS
Conduct a risk assessment
Manage identified risks

Select control objectives and controls to be
implemented

Prepare a statement of applicability

PCI DSS

» PCI DSS pre-assessment: managing the process to
limit liability

Goals and requirements

PCIl automation: discovering the benefits

Role of automation of resources and tasks

PCI: seven key changes for financial organizations
Best practices
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Data privacy

Introduction to data privacy

Data protection: roles and responsibilities
Common privacy principles

Processing of personal information
Privacy frameworks

Privacy laws in the world
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Assessment and certification

At the end of the program, EY will award “Certificate of
Completion” to all participants who have successfully
cleared the assessment.

>

>

Assessment would be based on multiple choice
questions.

Participants need a minimum score of 50% to pass the
exam.
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Schedule: Our other eLearning courses

Weekend batch starting from: » Certificate in Exploratory Analytics in Python
Saturday 5t December 2020 » Certificate in Finance for Non-Finance Managers

» Certificate in Financial Modelling and valuation

» Certificate in Data Visualization Using Tableau

Course fee » Certificate in Business Intelligence with Power Bl
INR 1,00,000 plus taxes per participant » Certificate in Advance Analytics using R

» Certificate in Lean Six Sigma Green Belt

» Certificate in Predictive Analytics in Python
Contact > Certifi.cat.e in Artificial Intelligence and Machine

Learning in Python

For more information, contact: » Certificate in Blockchain Technology
Neha Chawla Tuteja » Certificate in Ind AS

E: neha.tuteja®@in.ey.com
M: + 91 98735 60293

» Certificate in IFRS

In today's testing business environment, with organizational transformation and regulatory change constant features, a
flexible and cost-effective workforce is critical. High-quality training is a crucial element of innovative talent management, to
improve performance and ensure that your teams can respond to today's challenges and are equipped for career success.

We, at EYFAAS, realized this need and accordingly we have set up a dedicated “Learning Solution” practice to help corporate
and practicing professionals to deal with new requirements. FAAS Learning Solutions supplements EY's primary range of
services and provide business specific training solutions for our clients and business communities throughout India, Europe,
the Middle East and Africa. This is done with the help of a multidisciplinary team of trainers from around the world. As a
globally integrated firm, we bring global insight to our training programs.

All training programs are regularly updated to reflect changing trends and guidance. Our practical, relevant and stimulating
courses are facilitated by highly competent trainers who have first-hand knowledge of the subject matter. We recognize that
each client will have a different history, size, location and sector; therefore, programs can be tailored to specific needs of
your business.

For details, contact

Furgan Warsi Anand Akhouri
Director Senior Manager
Email: furgan.warsi@in.ey.com Email: anand.akhouri®in.ey.com
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Our offices

Ahmedabad

22nd Floor, B Wing, Privilon,
Ambli BRT Road, Behind Iskcon
Temple, Off SG Highway,
Ahmedabad - 380 015

Tel:  +9179 6608 3800

Bengaluru

6th, 12th & 13th floor

“UB City", Canberra Block
No.24 Vittal Mallya Road
Bengaluru - 560 001

Tel:  +91806727 5000

Ground Floor, ‘A" wing
Divyasree Chambers

# 11, O'Shaughnessy Road
Langford Gardens
Bengaluru - 560 025

Tel:  +91806727 5000

Chandigarh

Elante offices, Unit No. B-613 & 614
6th Floor, Plot No- 178-178A,
Industrial & Business Park, Phase-l,
Chandigarh - 160002

Tel: +91172 671 7800

Chennai

Tidel Park, 6th & 7th Floor

A Block, No.4, Rajiv Gandhi Salai
Taramani, Chennai- 600 113
Tel: +91 44 6654 8100

Delhi NCR

Golf View Corporate Tower B
Sector 42, Sector Road
Gurgaon - 122 002

Tel:  +91124 443 4000

3rd & 6th Floor, Worldmark-1
IGI Airport Hospitality District
Aerocity, New Delhi- 110 037
Tel:  +911147318000

4th & 5th Floor, Plot No 2B
Tower 2, Sector 126
NOIDA - 201 304

Gautam Budh Nagar, U.P.
Tel:  +91120671 7000

Hyderabad

THE SKYVIEW 10

18th Floor, "Zone A"
Survey No 83/1, Raidurgam
Hyderabad - 500032

Tel:  +91406736 2000

Jamshedpur

1st Floor, Shantiniketan Building

Holding No. 1, SB Shop Area

Bistupur, Jamshedpur - 831 001

Tel:  +91657663 1000

Kochi

9th Floor, ABAD Nucleus
NH-49, Maradu PO

Kochi - 682 304

Tel:  +91484 433 4000

Kolkata

22 Camac Street

3rd Floor, Block ‘'C’

Kolkata - 700 016

Tel: +91336615 3400

Mumbai

14th Floor, The Ruby

29 Senapati Bapat Marg
Dadar (W), Mumbai - 400 028
Tel: +91226192 0000

5th Floor, Block B-2

Nirlon Knowledge Park

Off. Western Express Highway
Goregaon (E)

Mumbai - 400 063

Tel:  +91226192 0000

Pune

C-401, 4th floor

Panchshil Tech Park
Yerwada

(Near Don Bosco School)
Pune-411 006

Tel:  +91204912 6000
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Ernst & Young Associates LLP

EY | Assurance | Tax | Transactions | Advisory

About EY

EY is a global leader in assurance, tax,
transaction and advisory services. The
insights and quality services we deliver help
build trust and confidence in the capital
markets and in economies the world over.
We develop outstanding leaders who team
to deliver on our promises to all of our
stakeholders. In so doing, we play a critical
role in building a better working world for
our people, for our clients and for our
communities.

EY refers to the global organization, and
may refer to one or more, of the member
firms of Ernst & Young Global Limited, each
of which is a separate legal entity. Ernst &
Young Global Limited, a UK company limited
by guarantee, does not provide services to
clients. For more information about our
organization, please visit ey.com.

Ernst & Young Associates LLP is one of the Indian client serving
member firms of EYGM Limited. For more information about our
organization, please visit www.ey.com/en_in.

Ernst & Young Associates LLP. is a Limited Liability Partnership,
registered under the Limited Liability Partnership Act, 2008 in
India, having its registered office at 22 Camac Street, 3rd Floor,
Block C, Kolkata - 700016

© 2020 Ernst & Young Associates LLP. Published in India.
All Rights Reserved.

EYIN2009-7?7?
ED None

This publication contains information in summary form and is
therefore intended for general guidance only. It is not intended to
be a substitute for detailed research or the exercise of
professional judgment. Neither EYGM Limited nor any other
member of the global Ernst & Young organization can accept any
responsibility for loss occasioned to any person acting or
refraining from action as a result of any material in this
publication. On any specific matter, reference should be made to
the appropriate advisor.
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